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PURPOSE

The purpose of thishill isto authorize state and local law enforcement to use pen register and
trap and trace devices under state law, and to permit the issuance of emergency pen registers
and trap and trace devices.

Existing Constitutional law provides that the right of the people to be seautkeir persons,
houses, papers, and effects, against unreasoretshes and seizures, shall not be violated, and
no warrants shall issue, but upon probable cauggosted by Oath or affirmation, and
particularly describing the place to be searcheatitha persons or things to be seized. (U.S.
Constitution 4th Amend.; California Constitutiort.dr § 13.)

Existing federal law provides that, except as provided, no person mstgli or use a pen register
or a trap and trace device without first obtaingngourt order under section 3123 of ttiilke [ 18
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USCS § 3123] or under the Foreign Intelligence Surveillancd 61978 60 U.S.C. 1801 et
seq.). (18 USCS § 3121)

* The prohibition does not apply with respect touke of a pen register or a trap and trace
device by a provider of electronic or wire commuaiien service relating to the
operation, maintenance, and testing of a wire @stebnic communication service or to
the protection of the rights or property of sucbvider, or to the protection of users of
that service from abuse of service or unlawful ofsgervice; or to record the fact that a
wire or electronic communication was initiated ompleted in order to protect such
provider, another provider furnishing service tosvdlre completion of the wire
communication, or a user of that service, fromdidant, unlawful or abusive use of
service; or where the consent of the user of thiatice has been obtained.

» A government agency authorized to install and useraregister or trap and trace device
under this chapter (18 USCS 88 3¥2%eq) or under State law shall use technology
reasonably available to it that restricts the rdcay or decoding of electronic or other
impulses to the dialing, routing, addressing, dagdaing information utilized in the
processing and transmitting of wire or electrormmmunications so as not to include the
contents of any wire or electronic communicatiqa8. USCS 8§ 3121 (c).)

* Whoever knowingly violates the prohibition shallfioeed under this title or imprisoned
not more than one year, or both. . (18 USCS § 3ap& (b).)

Existing federal law provides that unless prohibited by state lawagesnvestigative or law
enforcement officer may make application for aneomar an extension of an order authorizing or
approving the installation and use of a pen regste trap and trace device under this chapter,
in writing under oath or equivalent affirmation,daa@ourt of competent jurisdiction of such state.
(18 USCS § 3122))

Existing federal law provides that an attorney for the Government, wgroapplication, the court
shall enter an ex parte order authorizing the llastan and use of a pen register or trap and trace
device anywhere within the United States, if thertéinds that the attorney for the Government
has certified to the court that the informatiorelikto be obtained by such installation and use is
relevant to an ongoing criminal investigation. Trder, upon service of that order, shall apply
to any person or entity providing wire or electmoommunication service in the United States
whose assistance may facilitate the executionebtder. Whenever such an order is served on
any person or entity not specifically named inahgger, upon request of such person or entity,
the attorney for the Government or law enforcenoemtvestigative officer that is serving the
order shall provide written or electronic certitica that the order applies to the person or entity
being served. (18 USCS § 3121 (a)(1).)

Existing federal law provides that a state investigative or law enforeet officer, upon an
application made as specified, the court shallrearteex parte order authorizing the installation
and use of a pen register or trap and trace devitbén the jurisdiction of the court, if the court
finds that the State law enforcement or investigatifficer has certified to the court that the
information likely to be obtained by such instaiatand use is relevant to an ongoing criminal
investigation. (18 USCS § 3121 (a)(2).)

Existing federal law provides that where the law enforcement agencyementing an ex parte
order under this subsection seeks to do so bylingtand using its own pen register or trap and
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trace device on a packet-switched data networkpsbaider of electronic communication
service to the public, the agency shall ensureahatord will be maintained which will identify:
* Any officer or officers who installed the devicedaany officer or officers who accessed
the device to obtain information from the network;
» The date and time the device was installed, the aiadl time the device was uninstalled,
and the date, time, and duration of each time éwicd is accessed to obtain information;
» The configuration of the device at the time ofitstallation and any subsequent
modification thereof; and
* Any information which has been collected by theidev(18 USCS § 3121(a)(3).)

Existing federal law provides to the extent that the pen registeray émd trace device can be set
automatically to record this information electrailg, the record shall be maintained
electronically throughout the installation and o§such device. (18 USCS § 3121(a)(3).)

Existing federal law states that the record maintained shall be provedeparte and under seal to
the court which entered the ex parte order autimgithe installation and use of the device
within 30 days after termination of the order (umtihg any extensions

thereof). (18 USCS § 3121(a)(3).)

Existing federal law provides that an order issued for installatioma gien register or track and
trace device shall include:

* The identity, if known, of the person to whom iaded or in whose name is listed the
telephone line or other facility to which the pegister or trap and trace device is to be
attached or applied;

» The identity, if known, of the person who is théjgat of the criminal investigation;

» The attributes of the communications to which treeoapplies, including the number or
other identifier and, if known, the location of ttedephone line or other facility to which
the pen register or trap and trace device is tattaehed or applied, and, in the case of an
order authorizing installation and use of a trag tiace device, the geographic limits of
the order; and

» A statement of the offense to which the informati&aly to be obtained by the pen
register or trap and trace device relates; and

» Shall direct, upon the request of the applicad ftlinishing of information, facilities,
and technical assistance necessary to accompéshgtallation of the pen register or
trap and trace device. : (18 USCS § 3121(b).)

Existing federal law provides that an order issued under this sectiati authorize the
installation and use of a pen register or a trapteace device for a period not to exceed sixty
days.

» Extensions of such an order may be granted, bytuptn an application for an order
and upon the judicial finding required as specifiddhe period of extension shall be for a
period not to exceed sixty days.

* Nondisclosure of existence of pen register or p #red trace device. An order
authorizing or approving the installation and uka pen register or a trap and trace
device shall direct that the order be sealed oittiérwise ordered by the court; and the
person owning or leasing the line or other facildywhich the pen register or a trap and
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trace device is attached, or applied, or who iggabed by the order to provide assistance
to the applicant, not disclose the existence op#neregister or trap and trace device or
the existence of the investigation to the listeldssuber, or to any other person, unless or
until otherwise ordered by the court. (18 USCS 2813).)

Existing federal law provides that notwithstanding any other provisiamy investigative or law
enforcement officer, specially designated by thiariey General, the Deputy Attorney General,
the Associate Attorney General, any Assistant AtgrGeneral, any acting Assistant Attorney
General, or any Deputy Assistant Attorney Genenahy the principal prosecuting attorney of
any state or subdivision thereof acting pursuaat $tatute of that state, who reasonably
determines that:

e an emergency situation exists that involves immedianger of death or serious bodily
injury to any person,;

» conspiratorial activities characteristic of orgauzrime;

» an immediate threat to a national security intem@st

* an ongoing attack on a protected computer thattitotes a crime punishable by a term
of imprisonment greater than one year; (18 USC$%3

Existing federal law provides that in the absence of an authorizingmrslch use shall
immediately terminate when the information soughthtained, when the application for the
order is denied or when forty-eight hours havedapsince the installation of the pen register or
trap and trace device, whichever is earlier. (1€8S 3125.)

Existing law defines a “search warrant” as an order in writim¢ghie name of the People, signed
by a magistrate, directed to a peace officer, conthmg him or her to search for a person or
persons, a thing or things, or personal propertg,ia the case of a thing or things or personal
property, bring the same before the magistratsmgRéode § 1523.)

Existing law provides that a search warrant may be issued uppnofahe following grounds:

1) When the property was stolen or embezzled,

2) When the property or things were used as trensief committing a felony;

3) When the property or things are in the poseassi any person with the intent to use
them as a means of committing a public offensé) tne possession of another to whom
he or she may have delivered them for the purpbserealing them or preventing
them from being discovered;

4) When the property or things to be seized cows$iany item or constitute any evidence
that tends to show a felony has been committetérats to show that a particular person
has committed a felony;

5) When the property or things to be seized counsisvidence that tends to show that
sexual exploitation of a child, or possession ofteralepicting sexual conduct of a
person under the age of 18 years, has occurredomcurring;

6) When there is a warrant to arrest a person;

7) When a provider of electronic communicatiorvesr or remote computing service
has records or evidence, showing that propertyst@en or embezzled constituting a
misdemeanor, or that property or things are inpibgsession of any person with the
intent to use them as a means of committing a msd@or public offense, or in the
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possession of another to whom he or she may hdwede them for the purpose of
concealing them or preventing their discovery;
8) When the property to be seized includes evidef@ violation of specified Labor Code
sections;
9) When the property to be seized includes arimear deadly weapon or any other
deadly weapon at the scene of a domestic violefiease;
10) When the property to be seized includes arfimeor deadly weapon owned by a person
apprehended because of his or her mental condition;
11) When the property to be seized is a firearpossession of a person prohibited under the
family code;
12) When the information to be received fromte of a tracking device under shows a
specified violation of the Fish and Game Code dslieuResources Code;
13) When a sample of blood would show evidenca BUI; or,
14) Starting January 1, 2016, when the properbetseized is a firearm owned by a person
subject to a gun violence restraining order. (P&uale § 1524(a).)

Existing law provides that a search warrant cannot be issueddmn probable cause, supported
by affidavit, naming or describing the person tesbarched or searched for, and particularly
describing the property, thing, or things and tlae@ to be searched. (Penal Code, § 1525.)

Existing law requires a magistrate to issue a search warraetair she is satisfied of the
existence of the grounds of the application or thate is probable cause to believe their
existence. (Pen. Code, 8§ 1528 (a).)

Thishill defines “pen register” as a device or processrd@rds or decodes dialing, routing,
addressing, or signaling information transmittecahyinstrument or facility from which a wire

or electronic communication is transmitted, but thet contents of a communication. “Pen
register” does not include a device or process bgetprovider or customer of a wire or
electronic communication service for billing, ocoeding as an incident to billing, for
communications services provided by such provideg device or process used by a provider or
customer of a wire communication service for casbanting or other similar purposes in the
ordinary course of its business.

Thisbill defines “trap and trace device” as a device ocgss that captures the incoming
electronic or other impulses that identify the or&ding number or other dialing, routing,
addressing, or signaling information reasonablglliko identify the source of a wire or
electronic communication, but not the contents cb@munication.

Thishill provides that in general a person may not instalise a pen register or a trap and trace
device without first obtaining a court order. Howeva provider of electronic or wire
communication service may use a pen register @paand trace device for any of the following
purposes:

» To operate, maintain, and test a wire or electronimmunication service.
» To protect the rights or property of the provider.
» To protect users of the service from abuse of seror unlawful use of service.
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* To record the fact that a wire or electronic comioation was initiated or completed to
protect the provider, another provider furnishiegvice toward the completion of the
wire communication, or a sue of that service froauflulent, unlawful or abusive use of
service.

» If the consent of the user of that service has lodétained.

Thishill provides that illegally installing a pen registettrap and trace device is a misdemeanor
with a fine of up to $2,500 and/or up to one yegprison.

Thishill specifies that a peace officer may make an apitéo a magistrate for an order or an
extension of an order authorizing or approvingittstallation and use of a pen register or a trap
and trace device. The application shall be in mgitinder oath or equivalent affirmation, and
shall include the identity of the peace officer mgkthe application and the identity of the law
enforcement agency conducting the investigatior plicant shall certify that the information
likely to be obtained is relevant to an ongoingrinial investigation and shall include a
statement of the offense to which the informati@aly to be obtained by the pen register or trap
and trace device relates.

Thishill states that the magistrate shall enter an ex pedter authorizing the installation and
use of a pen register or a trap and trace devive dr she finds that the information likely to be
obtained by the installation and the use of a peister or a trap and trace device is relevant to
an ongoing investigation and the that there is aibtdbcause to believe that the pen register or
trap and trace device will lead to any of the faillog:

* Recovery of stolen or embezzled property

» Property or things used as the means of commitifedony.

* Property or things in the possession of a persadim the intent to use them as a means of
committing a public offense, or in the possessibamther to whom he or she may have
been delivered them for the purpose of conceahiegitor preventing them from being
discovered.

» Evidence tends to show a felony has been comnuttéehds to show that a particular
person has committed or is committing a felony.

» Evidence tends to show that sexual exploitatioa oifiild or possession of a matter
depicting the sexual conduct of a person underebl8syof age has occurred or is
occurring.

* The location of a person who is unlawfully resteairor reasonably believed to be a
witness in a criminal investigation or for whoseeat there is probable cause.

* Evidence that tends to show specified Labor Codkations.

» Evidence that does any of the following”

o Tends to show that a felony, a misdemeanor viataticthe Fish and Game Code
or a misdemeanor violation of the Public Resouf@ede.

o Tends to show that a particular person has conmunittés committing a felony, a
misdemeanor violation of the Fish and Game Coderarsdemeanor violation of
the Public Resources Code.

o Will assist in locating an individual who has conttexd or is committing a felony,
a misdemeanor violation of the Fish and Game Cada,misdemeanor violation
of the Public Resources Code.
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Thishill provides that information acquired solely pursuarthe authority for a pen register or
trap and trace device shall not include any infdromethat may disclose the physical location of
the subscriber, except to the extent that the ilmtahay be determined from the telephone
number.

Thishill provides that an order issued by a magistrate spetify all of the following:

» The identity, if known, of the person to whom iaded or in whose name is listed the
telephone line to which the pen register or trag ace device is to be attached;

» The identity, if known, of the person who is théjget of the criminal investigation;

» The number and, if known, physical location of tiephone line to which the pen
register or trap and trace device is to be attaelmell in the case of a trap and trace
device, the geographic limits of the trap and trarcker;

» A statement of the offense to which the informati&aly to be obtained by the pen
register or trap and trace device relates; and

» The order shall direct, if the applicant has retpeisthe furnishing of information,
facilities, and technical assistance necessargdoraplish the installation of the pen
register or trap and trace device.

Thisbill provides that an order issued under this sechaii authorize the installation and use of
a pen register or a trap and trace device for i@geot to exceed 60 days.

Thishill provides that extensions of the original order mayranted upon a new application for
an order if the officer shows that there is a corgd probable cause that the information or
items sought under this subdivision are likely ¢odbtained under the extension. The period

of an extension shall not exceed 60 days.

Thishill provides that the magistrate, before issuing thderp may examine on oath the person
seeking the warrant and any witnesses the persgmproduce, and shall take his or her affidavit
or their affidavits in writing, and cause the a#fuit or affidavits to be subscribed by the parties
making them.

Thisbill provides that an order or extension order authragiar approving the installation and

use of a pen register or a trap and trace devak dinect that the order be sealed until otherwise
ordered by the magistrate who issued the ordex,jodge of the superior court, and that the
person owning or leasing the line to which the pagister or trap and trace device is attached, or
who has been ordered by the court to provide assistto the applicant, not disclose the
existence of the pen register or trap and tracecder the existence of the investigation to the
listed subscriber or to any other person, unlessor otherwise ordered by the magistrate or a
judge of the superior court.

Thishill states that upon the presentation of an ordeedsby a magistrate for installation of a
pen register or trap and trace device, by a pefficeroauthorized to install and use a pen
register, a provider of wire or electronic commutian service, landlord, custodian, or other
person shall immediately provide the peace offadkeinformation, facilities, and technical
assistance necessary to accomplish the installafitre pen register unobtrusively and with a
minimum of interference with the services providedhe party with respect to whom the
installation and use is to take place, if the aasi® is directed by the order.
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Thishill provides upon the request of a peace officer aizidxb to receive the results of a trap
and trace device, a provider of a wire or elect@ammunication service, landlord, custodian,
or other person shall immediately install the devoa the appropriate line and provide the peace
officer all information, facilities, and technicassistance, including installation and operation of
the device unobtrusively and with a minimum of rféeence with the services provided to the
party with respect to whom the installation and isse take place, if the installation and
assistance is directed by the order.

Thisbill states that unless otherwise ordered by the nnatgisthe results of the pen register or
trap and trace device shall be provided to the @e#fccer at reasonable intervals during regular
business hours for the duration of the order.

Thishill provides that the magistrate before issuing thempursuant may examine on oath the
person seeking the pen register or the trap and ttavice, and any witnesses the person may
produce, and shall take his or her affidavit ofrth#idavits in writing, and cause the affidavit o
affidavits to be subscribed by the parties makiregrt.

Thisbill provides that except as otherwise provided, upooral application by a peace officer,
a magistrate may grant oral approval for the itetiah and use of a pen register or a trap and
trace device, without an order, if he or she deteesall of the following:

» There are grounds upon which an order could bedsader specified normal
application for a pen register or trap and traceage

» There is probable cause to believe that an emeygatuation exists with respect to the
investigation of a crime.

» There is probable cause to believe that a subatatathger to life or limb exists justifying
the authorization for immediate installation and o§a pen register or a trap and trace
device before an order authorizing the installaiod use can, with due diligence, be
submitted and acted upon.

Thishill provides that by midnight of the second full caletyy after the pen register or trap and
trace device is installed by oral application, @&ten application pursuant to Penal Code Section
638.52 shall be submitted by the peace officer mlade the oral application to the magistrate
who orally approved the installation and use oén pegister or trap and trace device. If an order
is issued the order shall also recite the timénefdral approval and shall be retroactive to the
time of the original oral approval.

This bill specifies that in the absence of an authorizidgmithe use shall immediately terminate
when the information sought is obtained, when thy@ieation for the order is denied, or by
midnight of the second full court day after the pegister or trap and trace device is installed,
whichever is earlier.

Thisbill provides that a provider of a wire or electroraenenunication service, landlord,
custodian, or other person who provides faciliiesechnical assistance pursuant to this section
shall be reasonably compensated by the requestimgeofficer’'s law enforcement agency for
the reasonable expenses incurred in providingabiities and assistance.
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RECEIVERSHIP/OVERCROWDING CRISIS AGGRAVATION

For the past eight years, this Committee has sizetil legislation referred to its jurisdiction for
any potential impact on prison overcrowding. Muddff the United States Supreme Court

ruling and federal court orders relating to théessaability to provide a constitutional level of
health care to its inmate population and the rdlegsue of prison overcrowding, this Committee
has applied its “ROCA” policy as a content-neutpavisional measure necessary to ensure that
the Legislature does not erode progress in redymilsgn overcrowding.

On February 10, 2014, the federal court orderedd®ala to reduce its in-state adult institution
population to 137.5% of design capacity by Febri2&y2016, as follows:

* 143% of design bed capacity by June 30, 2014;
* 141.5% of design bed capacity by February 28, 2848,
» 137.5% of design bed capacity by February 28, 2016.

In February of this year the administration repateat as “of February 11, 2015, 112,993
inmates were housed in the State’s 34 adult inigtits, which amounts to 136.6% of design bed
capacity, and 8,828 inmates were housed in outadé-$acilities. This current population is
now below the court-ordered reduction to 137.5%lesign bed capacity.”( Defendants’
February 2015 Status Report In Response To Febfiarg014 Order, 2:90-cv-00520 KIM
DAD PC, 3-Judge Cour€oleman v. Brown, Plata v. Brown (fn. omitted).

While significant gains have been made in redutiregorison population, the state now must
stabilize these advances and demonstrate to tkeealezburt that California has in place the
“durable solution” to prison overcrowding “consistly demanded” by the court. (Opinion Re:
Order Granting in Part and Denying in Part DefemsladRequest For Extension of December 31,
2013 Deadline, NO. 2:90-cv-0520 LKK DAD (PC), 3-gaedCourt,Coleman v. Brown, Plata v.
Brown (2-10-14). The Committee’s consideration of killat may impact the prison population
therefore will be informed by the following quests

» Whether a proposal erodes a measure which hashudett to reducing the prison
population;

* Whether a proposal addresses a major area of maibty or criminal activity for which
there is no other reasonable, appropriate remedy;

* Whether a proposal addresses a crime which isthjirdangerous to the physical safety
of others for which there is no other reasonablyrapriate sanction;

» Whether a proposal corrects a constitutional prole legislative drafting error; and

* Whether a proposal proposes penalties which amopionate, and cannot be achieved
through any other reasonably appropriate remedy.

COMMENTS
1. Need for This Bill

According to the author:
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As technology advances, criminals are becoming randemore sophisticated in their use of
technology to commit crimes and avoid law enforcetnd\s a result, law enforcement
officials have a variety of electronic tools to oter this and help them apprehend criminals
in this age of rapidly changing technology.

One of the tools available to law enforcement lkedaa “pen register” which allows law
enforcement officers to record all outgoing numbesen a particular telephone line. In
addition, another tool law enforcement uses isedadl “trap and trace device” which allows
them to record what numbers have called a speeigphone line, i.e. all incoming phone
numbers. Both pen registers and trap and tracee®do not record audio or text messages
and cannot be used to obtain real-time locatioa data cellular telephone. But these tools
are extremely useful for law enforcement in sitradi such as gang and narcotic
investigations.

Federal law (18 USC 83123(a)(1)) allows law enfareat agencies to use pen register and
trap and trace devices, but they must obtain at @yder from a judge prior to the installation
of the device. However, during an emergency sibmatihey may use these devices without a
court order if they obtain the court order withi Hours of the use of the device. Law
enforcement agencies must demonstrate that thezasenable suspicion that the use of the
device is relevant to an ongoing criminal invegimaand will lead to obtaining evidence of
a crime for a judge to authorize the use. Thoudera law authorizes states and local law
enforcement officers to use pen register and trapti@ce devices by obtaining a court order
first, it does not allow them to obtain an emergenmier unless there is a state statute
authorizing and creating a process for states @ral law enforcement officers to do so.

AB 929 would authorize state and local law enforeetofficers to use pen register and trap
and trace devices, including during emergency sins. This bill would authorize a judge
to issue a court order to install a pen registgo/and trace device upon finding that the use
of a pen register/trap and trace device is reletmah ongoing criminal investigation, and
that there is probable cause to believe that the@gister or trap and trace device will lead
to obtaining evidence of a crime.

This higher standard of proof (probable causeaasanable suspicion) is more restrictive
than under federal law and is more consistent @dhfornia law governing search warrants.
The bill would prohibit the installation and usetbé device for longer than 60 days, but
would permit an extension if there is proof of ¢oning probable cause to a judge.

2. Background on Pen Registers

Federal law allows law enforcement agencies tqoeseregister and trap and trace devices, but
they must obtain a court order from a judge pmothie installation of the device. However,

during an emergency situation, law enforcement eigermay use these devices without a court
order if they obtain the court order within 48 heof the use of the device.

Law enforcement agencies must demonstrate that theeasonable suspicion that the use of the
device is relevant to an ongoing criminal invegimaand will lead to obtaining evidence of a
crime for a judge to authorize the use.

Though federal law authorizes states and localdafercement officers to use pen registers and
trap and trace devices by obtaining a court orist;, it does not allow them to obtain an
emergency order unless there is a state statuteraihg and creating a process for states and
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local law enforcement officers to do so. To datalifGrnia does not have a state statute
authorizing the use of pen registers or trap amcktdevices.

Pen registers and track and trace devices gendradly incoming and outgoing telephone calls.
They are often utilized by law enforcement to tradkch people in an investigation are
communicating with one another and at what timeadikeg a wiretap authorization, pen registers
and track and trace devices do not provide lawreafoent with the content of the messages
which are transmitted. Wiretap authorizations aezdfore subject to a much higher standard of
scrutiny than the orders contained within this. bhilhder federal law, these authorizations can be
granted on a reasonable suspicion standard, wéalels warrants are subject to a higher
standard of probable cause.

3. Installation of a Pen Register or Trap and Trace [@vice Upon a Showing of Probable
Cause

This bill generally prohibits a person from instadj or using a pen register or trap and trace
device except by court order or by the provideelettronic or wire communication under
specified circumstances.

Under this bill, a peace officer may make an apyion to a magistrate for an order authorizing
the installation and use of a pen register or@drad trace device under specified circumstances.
The application shall be in writing under oath.eTdpplicant shall certify that the information
likely to be obtained is relevant to an ongoingrinial investigation and shall include a
statement of the offense to which the informati&@aly be obtained by the pent register or trap
and trace device.

Though the federal standard for the issuance efhar@gister or a trap and trace device is
"reasonable suspicion" California law arguably ieggia higher "probable cause" standard. (86
Ops.Cal.Atty.Gen 198 (2003).) In 2003, the CafifarAttorney General’s Office issued an
opinion concluding that the “federal statutes gouwgy the installation of pen registers and trap
and trace devices do not provide authority forasme of a state court order permitting a state
law enforcement officer to install or use pen reggis and trap and trace devices” because the
federal pen register statute requires less thapgfte cause. (86 Ops.Cal.Att.Gen 198 (2003).)
This bill imposes the probable cause standard stfterefore compliant with both state and
federal law.

4. Support
The sponsor of this bill, the Los Angeles Countgtiict Attorney’s Office states:

Under federal law, law enforcement agencies musstiola court order from a
judge prior to the installation of a pen registetrap and trace device. According
to Section 3123(a)(1) of Title 18 of the Unitedt8&aCode, the court shall enter an
ex parte order authorizing the installation and afsg pen register or trap and trace
device anywhere within the United States, if thert¢state or federal) finds that
the attorney for the Government has certified eodburt that the information likely
to be obtained by such installation and use is/agieto an ongoing criminal
investigation.
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Once obtained, a pen register or trap and tracieelevder cannot exceed 60 days
in duration. As opposed to a wiretap, a pen regisap and trace device only
records the numbers dialed to or from a particofeone number. It does not
record audio or text messages, and cannot be agsatdin real-time location data
on a cellular telephone. (47 U.S.C. 8 1002(a)(R)(B

Section 3125 of Title 18 of the United States Cadthorizes the installation and
use of a pen register/trap and trace device fdrotBs without a court order if an
emergency situation exists, including one that ime® “immediate danger of death
or serious bodily injury to any person.” An emargg order can be obtained if
grounds exist to obtain a written order, but theegancy situation requires the
installation and use of a pen register or a trapteace device before an order
authorizing such installation and use can, with diligence, be obtained. Within
48 hours after the installation has occurred, girizeto occur, an order approving
the installation or use in accordance with secBb#3 must be obtained.

Section 3125 of Title 18 of the United States Cadthorizes any investigative or
law enforcement officer, specially designated byreerated prosecutorial
agencies, to obtain an emergency pen registedtrdgrace device. However,
there is no enabling statute in California thabta$ California District Attorneys to
utilize section 3125.

Emergency/warrantless pen registers are lawfuhlg six states (AL, FL, GA, IA,
TX, and WA) which possess emergency state statui@scordance with section
3125. Notwithstanding, some law enforcement agerioi¢he remaining 44 states
utilize warrantless emergency declarations. Thelrésthat the requesting agency
will unlawfully receive pen register or trap andde data. This is a misdemeanor
under federal law (18 U.S.C. § 3121). The indialduvho improperly access the
information may incur civil liability.

Assembly Bill 929 would authorize state and loeaV lenforcement officers to use
pen register and trap and trace devices underlatateAB 929 would also
authorize the issuance of emergency pen registersrap and trace devices.

Under the provisions of AB 929 a California coustitd issue a court order
authorizing the use of a pen register and/or adraptrace device upon a showing
of probable cause which is a higher standard thamg¢asonable suspicion standard
required under federal law.

In 2003, the CA Attorney General’s Office issuedogmion concluding that the
“federal statutes governing the installation of pegisters and trap and trace
devices do not provide authority for issuance sfade court order permitting a
state law enforcement officer to install or use pegisters and trap and trace
devices” because the federal pen register stadqgigires less than probable cause.
(86 Ops.Cal.Att.Gen 198 (2003).) Our office’s 2@&arch Warrant Manual cites
this opinion and advises state law enforcement@f§i to establish probable cause
in the affidavit seeking the installation or useagéen register under the applicable
federal statute.
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AB 929 would create a comprehensive pen registgp/dnd trace device statute in
the Penal Code to cover all requests for pen gisind trap and trace devices in
California, including emergency pen registers.

5. Author’'s amendments to be offered in Committee.

The author will be offering the following amendmeit address some issues raised by the
ACLU:

Amendment #1
On page 4, line 19 delete the (1)

Amendment #2
On page 5, delete lines 29-38.

Amendment #3
On page 8, delete line 5

- END —



