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PURPOSE

The purpose of thishill isto requirelocal law enforcement agencies to have a policy, approved
by the local governing body, in place before using surveillance technology as defined.
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Existing law authorizes certain persons who are not peace officers to exercise the powers of
arrest under certain circumstances, if they have completed a specific training course prescribed
by the Commission on Peace Officer Standards and Training. (Penal Code § 830.7).

Existing federal regulations require all drone owners to register their drones with the Federal
Aviation Administration (FAA). Commercial drone operators, but not recreational drone
operators, must also obtain FAA authorization, which is granted on a case-by-case basis.

Existing law establishes a Division of Aeronautics within the California Department of
Transportation (Caltrans). (Public Utilities Code 88 21001 et seq)

Existing law prohibits wiretapping or eavesdropping on confidential communications. (Penal Code §
630.)

Existing law makes it a crime for a person, intentionally, and without requisite consent, to
eavesdrop on a confidential communication by means of any electronic amplifying or recording
device. (Penal Code § 632.)

Existing law makes a person liable for “physical invasion of privacy” for knowingly entering

onto the land of another person or otherwise committing a trespass in order to physically invade
the privacy of another person with the intent to capture any type of visual image, sound

recording, or other physical impression of that person engaging in a personal or familial activity,
and the physical invasion occurs in a manner that is offensive to a reasonable person. (Civil Code
§1708.8 (a).)

Existing law makes a person liable for “constructive invasion of privacy” for attempting to
capture, in a manner highly offensive to a reasonable person, any type of visual image, sound
recording, or other physical impression of another person engaging in a personal or familial
activity under circumstances in which the plaintiff had a reasonable expectation of privacy,
through the use of a visual or auditory enhancing device, regardless of whether there was a
physical trespass, if the image or recording could not have been achieved without a trespass
unless the visual or auditory enhancing device was used. (Civil Code 8 1708.8 (b).)

Existing law provides that a person who commits an invasion of privacy for a commercial

purpose shall, in addition to any other damages or remedies provided, be subject to disgorgement
to the plaintiff of any proceeds or other consideration obtained as a result of the violation of this
section. Existing law defines “commercial purpose” to mean any act done with the expectation of
sale, financial gain, or other consideration. (Civil Code § 1708.8 (d), (k).)

Thisbill requires, beginning July 1, 2019, that each law enforcement agency submit to its
governing body at a regularly scheduled hearing, open to the public, a proposed Surveillance Use
Policy for the use of each type of surveillance technology and the information collected.

Thisbill requires law enforcement agencies to cease using the surveillance technology within 30
days if the proposed plan is not adopted.

Thisbill requires law enforcement agencies to submit an amendment to the surveillance plan,
pursuant to the same open meeting requirements, for each new type of surveillance technology
sought to be used.
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This bill requires the policy and any amendments to be posted on the agency’s website.

This bill requires agencies to make specified reports, at approved intervals, concerning the use of
surveillance technology, and to make those reports available on the agency’s website.

This bill would prohibit a law enforcement agency from selling, sharing, or transferring
information gathered by surveillance technology, except to another law enforcement agency, as
permitted by law and the terms of the Surveillance Use Policy.

This bill would provide that any person could bring an action for injunctive relief to prevent a
violation of these provisions and, if successful, could recover reasonable attorney’s fees and
Ccosts.

This bill would require an agency to discipline an employee who knowingly or intentionally uses
surveillance technology in violation of these provisions, as specified.

This bill would authorize an agency to temporarily use surveillance technology during exigent
circumstances without meeting the requirements of these provisions, provided that, among other
things, the agency submits a specified report to its governing body within 45 days of the end of
the exigent circumstances.

This bill would establish separate procedures for a sheriff's department or a district attorney to
establish their own Surveillance Use Policies, instead of submitting them through their governing
body. The procedures would include holding a noticed public hearing on the proposed policy,
posting the policy on the department’s website, amending the policy to include new types of
surveillance technology, and publishing a biennial report regarding the department’s use of
surveillance technology.

This bill would also establish procedures for the Department of the California Highway Patrol
(CHP) and the Department of Justice (DOJ) to establish their own Surveillance Use Policies. The
bill would, among other things, require that these agencies ensure that the collection, use,
maintenance, sharing, and dissemination of information or data collected with surveillance
technology is consistent with respect for individual privacy and civil liberties, and that the policy
be publicly available on the agency’s website. The bill would also require that if these agencies
intend to acquire surveillance technology, they provide 90 days advance notice on the agency’s
website.

This bill defines the following terms for the purposes of this section:

» “Exigent circumstances” means a law enforcement agency’s good faith belief that an
emergency involving danger of death or serious physical injury to any person requires
use of a surveillance technology or the information it provides.

» “Governing body” means the elected body that oversees the law enforcement agency or
an appointed overseeing body if there is no elected body that provides direct oversight of
the law enforcement agency.

* “Law enforcement agency” means any police department, sheriff's department, district
attorney, county probation department, transit agency police department, school district
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policedepartmentthe police departmenbf anycampusof the Universityof California,
the California StateUniversity,or communitycollege,the Departmenbf the California
HighwayPatrol,andthe Departmenbf Justice.

» “Surveillancetechnology’meansanyelectronicdeviceor systemwith the capacityto
monitorandcollectaudio,visual,locational,thermal,or similarinformationon any
individual or group.Thisincludes butis notlimited to, droneswith camerasor
monitoringcapabilities automatedicenseplaterecognitionsystemsglosed-circuit
cameras/televisioninternationalMobile Subscribetdentity (IMSI) trackersglobal
positioningsystem(GPS)technology softwaredesignedo monitorsocialmediaservices
or forecastcriminal activity or criminality, radiofrequencyidentification(RFID)
technologypody-worncamerasbiometricidentificationhardwareor software andfacial
recognitionhardwareor software.

» “Surveillancetechnology”doesnotincludestandardgublic agencyhardwareand
softwarein widespreagublic useandnot usedby the law enforcementagencyfor any
surveillanceor surveillance-relatetlinctions,suchastelevisions computersprinters,
parkingticket devices casemanagemendatabasesnedicalequipmenusedto diagnose,
treat,or preventdiseaser injury, fingerprintscannersignition interlock devicescellular
or standardelephonesandtwo-wayradios,or othersimilar electronicdevices.

This bill finds anddeclareghefollowing:

* While law enforcementagenciesncreasinglyrely on surveillancegechnologiedbecause
thosetechnologiesnay enhance&eommunitysafetyandaid in theinvestigationof crimes,
thosetechnologiesreoftenusedwithout anywritten rulesor civilian oversight,andthe
ability of surveillanceechnologyto enhanceublic safetyshouldbe balancedvith
reasonableafeguardé$or residentstivil libertiesandprivacy.

* Promotinga safercommunitythroughthe useof surveillancgechnologywhile
preservinghe protectionof civil libertiesandprivacyarenot mutuallyexclusivegoals,
andpolicymakersshouldbe empoweredo makeinformeddecisionsaboutwhatkind of
surveillancagechnologieshouldbeusedin their community.

» Decisionsaboutwhetherto usesurveillanceechnologyfor datacollectionandhow o
useandstoretheinformationcollectedshouldnot be madeby the agencieshatwould
operatehetechnologyputby the electedbodiesthataredirectly accountabléo the
residentsn their communitiesvho shouldalsohaveopportunitiego review thedecision
of whetheror notto usesurveillanceechnologies.

COMMENTS
1. Need for This Bill
According to the author:
California enacted two laws, SB 34 (Hill, 2015) and SB 741 (Hill, 2015), which

require law enforcement agencies to develop privacy and use policies for
automatic license plate readers (ALPR) systems and a cell-phone intercept
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devices.Thesesurveillancegechnologiesrecapableof collectinga wide-rangeof
personalnformation.SB 34 andSB 741 alsogenerallyrequirea public
discussiorbeforeALPR systemsor cell-phoneinterceptdevicesareusedby law
enforcemenagencies.

SB 34 andSB 741 helpto balanceprotectingcivil libertiesandprivacywith law
enforcement’sbility to usetechnologyto fight crime, butthesdawsonly apply
to ALPR systemsandcell-phoneinterceptdevices Similar privacyor
transparencgtandardsirenotin placefor othersurveillanceechnologiesisedby
law enforcement.

A wide arrayof surveillancegechnologyis availableto andusedby law
enforcemenagenciesTheWashingtorPostreportedn 2016thatthe “numberof
local policedepartmentshatemploysometype of technologicakurveillance
increasedrom 20 percentn 1997to morethan90 percentn 2013?
Theincreasediseof surveillancesechnologyhasseriousmplicationsfor civil
libertiesandprivacy. Surveillanceechnologyallows law enforcementagencieso
capturedetailedinformationaboutwherepeoplego, who theyassociatavith, and
whattheysay.Protectionshouldbe establishedo ensuresurveillancedevicesare
only usedfor theirintendedpurposesto catchcriminalsandfight crime,andnot
to collectvastamountsof dataon non-criminalresidents.
Surveillancaechnologylaw enforcemeniagenciesreutilizing includesbutis not
limited to thefollowing:

» Facial recognition: Facialrecognitionusessoftwareto comparea person’s
phototo databasekke thosemaintainedy the Departmenbf Motor
Vehicleswhich hold driver’s licensephotos.Accordingto the Georgetown
University Schoolof Law, “nearly half of all Americanadultshavebeen
enterednto law enforcemenfacial recognitiondatabases®Facial
recognitionis widely usedby Californialaw enforcementgenciesin San
Diegoalonethereare433devicesusedby 991 law enforcement
personnef All law enforcementgenciesn Los AngelesCountyhave
accesdo facial recognitionsoftware.

» Social media scrubbers: Productdike GeofeedisandMediaSonarallow
law enforcementgencieso monitoronlineactivity (e.g.Facebooland
Twitter posts) At least21 law enforcementagenciescrosshe stateuse
socialmediascrubbersThis technologyis oftendeployedo monitor
protestevents For example OaklandPoliceadmittedto usingthe
technologyto monitor Black Lives Matter protests.

! Jouvenal, Justin. “The new way police are surveilling you: Calculating your threat Sdmr&/ashington Post,

WP Company, 10 Jan. 20d8ww.washingtonpost.com/local/public-safety/the-new-way-police-are-surveilling-you
calculating-your-threat-score/2016/01/10/e42bccac-8e15-11e5-baf4-bdf37355da0c_story.html.

2 Sydell, Laura. “It Aint Me, Babe: Researchers Find Flaws In Police Facial Recognition TechnbleByNPR,

25 Oct. 2016www.npr.org/sections/alltechconsidered/2016/10/25/499176469/it-aint-me-babe-researchers-find
flaws-in-police-facial-recognition.

% Walsh, Tom Jones Lynn. “Use of Facial Recognition Software Increa¢®€.7 San Diego, 6 May 2016,
www.nbcsandiego.com/investigations/Use-of-Facial-Recognition-Software-By-San-Diego-Law-Enforcement-
Increasing--378006081.html.


www.nbcsandiego.com/investigations/Use-of-Facial-Recognition-Software-By-San-Diego-Law-Enforcement
www.npr.org/sections/alltechconsidered/2016/10/25/499176469/it-aint-me-babe-researchers-find
www.washingtonpost.com/local/public-safety/the-new-way-police-are-surveilling-you
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* Video surveillance: This type of surveillanceypically involvesmounting
closedcaptioncamera®n light or utility poles.Many of thecamerasre
capableof capturingvideoin 360-degreeriewsfor 24 hoursaday.
Camerasareoften capableof zoomingandrecordingsound At least61
departmentdavesurveillancecamerasthoughonly 3 of thedepartments
haveanytypeof privacyor usepolicy.

» Portable surveillance cameras: Unlike videosurveillancesquipment,
portablesurveillancecameragapturestill imagesratherthancontinuous
footage.Thesecamerasanbe placedanywhereandtakepicturesof any
persorthatcrossesheir path.The City of Orindain theBay Area
deployedl3 camerasandovera 90 dayperiod,5.7 million pictureswere
taken? It is notknownhow manylaw enforcementagenciesisethe
technologystatewideput atleastl3 differentagenciesn the Bay Area
deploythem.

» Portable biometric scanners. Similarto facial recognitionsoftware,
biometricscannergomein manyformsandcananalyzephysical
characteristictike facesfingerprints,andretinas.Accordingto the
ElectronicFrontierFoundationpbiometricscannerganbe usedto capture
personadatawhetheror not someones suspectedor acrime.

* Drones: Local law enforcementagenciesisedronesto perform
surveillance Thedevicesareoutfittedwith camerashatcapturephotos
andvideo,which canbetransmittedo centralizeddatabaseslhereareno
laws dictatingthatlaw enforcementagencieglisclosetheir useof drones
or whattheyareusedfor.

* Radar systems. Radarsystemauseradiowavesto seeinsidestructuredike
homesor businesse<riginally deployedn war-zoneghis handheldand
highly portabletechnologycanbe usedby anofficer at a distanceof over
50feetto detectwhethersomeonas insidea structure.

* ALPRsystems: Usedprimarily by law enforcemenagencie®n police
vehicles ALPR systemsausea combinationof high-speedameras,
software andcriminal database® rapidly checkthe licenseplatesof
millions of Californians.Useof ALPR is subjectto therequirement®f
SB 34 (Hill, 2015).

* Cell-phoneintercept devices: Commonlyknownby its brandname
“Stingray,” Cell-phonenterceptdevices allow law enforcementigencies
to mimic a cell phonetower. Thedevice,whichis portableandusuallythe
sizeof abriefcasecanbeusedto find outwho a persons calling, whena
call is made andwherea call is madefrom. In somecasedhesedevices
cancapturethe contentof a conversationThe useof thistechnologyis
subjectto therequirement®f SB 741 (Hill, 2015).

* Wagner, David Paredes and Liz. “Orinda Surveillance Cameras Violate Privacy, CritichlB@yBay Area,
NBC Bay Area, 8 Aug. 2016yww.nbcbayarea.com/investigations/Orinda-Surveillance-Cameras-Violates-Privacy
Critics-Say-389333452.html.
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2. Current Regulation

The FAA doesnot permitcommercialdroneoperationexcepton a case-by-casbasis.However,
in February2015,the FAA proposedegulationson commercialdroneusers Amongthe
proposalavasa 55-poundweightlimitation, line-of-sightoperationmaximumairspeecdf 100
mph,abanon operationoveranypeople.amaximumoperatingaltitude of 500feet,andtraining
andlicensingfor theoperator Thoseruleshavenot beenfinalizedbut areexpectedoy mid-year.
In DecembeR015,the FAA requiredcommercialandrecreationatironeuserso registertheir
dronesNearly300,000droneusergegisteredvithin thefirst 30 days,accordingto the FAA.
This is modestsuccesgiiventhemorethanl million dronesin use.

SeveralCalifornialocal governmentfiaveenactedheir own droneregulationsin October2015,
the City of Los Angelesenacteddroneregulationssimilar to the FAA proposal.ln Decemberthe
city filed thefirst criminal chargesunderthe ordinanceciting two individualsfor operatinga
dronewhich interferedwith a Los AngelesPoliceDepartmengir unit, causingt to changats
landingpath.In northernCalifornia,the GoldenGateBridge, HighwayandTransportation
District banneddronesnearthe GoldenGateBridge afteradronecrashedn theroadway.

As notedin theauthor’sstatementstatelaw requiredaw enforcementigencieso develop
privacyandusepoliciesif anagencyuseseitheranautomatidicenseplatereadersystemor a
cell-phoneinterceptdevice.

3. Requiresa Surveillance UsePolicy

This bill requiresalaw enforcementagencythatwantsto usesurveillancetechnology
(technology)to submita SurveillanceUsePolicy (policy) to thegoverningbody. The policy
shouldthenbe heardat an openhearingof the governingbodyandbepublishedontheagency’s
website.

The policy shallcontain(at minimum)thefollowing:

» Authorizedpurposedor usingthe surveillanceechnology.

» Typesof datathatcanbe andis collectedby the surveillancegechnology.

* A descriptionof thejob title or otherdesignatiorof employeesandindependent
contractorsvho areauthorizedo usethe surveillanceechnologyor to accesslata
collectedby the surveillanceechnology.The policy shallidentify andrequiretrainingfor
thoseauthorizedemployeesandindependentontractors.

« Title of theofficial custodianpr owner,of the surveillanceechnologyresponsibldor
implementingthis section.

» A descriptionof how the surveillanceechnologywill be monitoredto ensurethe security
of theinformationandcompliancewith applicableprivacylaws.

» Thelengthof time informationgatheredy the surveillanceechnologywill beretained,
andaprocesdgo determindf andwhento destroyretainedinformation.

» Purpose®f, procesdor, andrestrictionson the sale,sharing,or transferof informationto
otherpersonandwhether if so,how thecollectedinformationcanbe accessety
memberof the public, includingcriminal defendants.
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» A procesgo maintainarecordof acces®f the surveillanceechnologyor information
collectedby the surveillancgechnology At a minimum,therecordshallincludeall of
thefollowing:

o0 Thedateandtimethetechnologyis usedor theinformationis accessed.

o Thedataelementdheemployeeausedto querytheinformation.

o0 Theusernamef theemployeewho useshetechnologyor accessethe
information,and,asapplicablethe organizatioror entity with whomthe person
is affiliated.

o Thepurposdor accessingheinformationor usingthetechnology.

* Theexistenceof amemorandunof understandingr otheragreementvith anotherdocal
agencyor anyotherparty,whetheror not formalized,for the shareduseof the
surveillancegechnologyor the sharingof theinformationcollectedthroughits use,
includingtheidentity of the parties.

The policy shallincludeanytechnologieslreadyin use.

The policy shallincludein separateectionsspecificto eachuniquetype of surveillance
technologya descriptionof eachsurveillanceechnologyusedby thelaw enforcementagency.

4. Reports

This bill requiresareportthatis to beavailableon theagency’swebsiteon the useof any
technologiesThe governingbodyandlaw enforcementagencycanagreeon thetime interval of
thereport. Thebill stateghatthereportshallatminimum contain:

* Theacquisitioncostsfor eachsurveillanceechnologyaswell astheannualoperating
cost,includingpersonnetosts.

» Thetotal numberof timeseachtype of technologywasusedin the precedingyearandthe
total numberof timeseachtype of technologyhelpedapprehenduspect®r closea
criminal case.

» Thetotal numberof timesthe surveillancegechnologywasborrowedfrom or lent to
anotheragencytheidentity of thatagencyandthe purposegor which the surveillance
technologywassharedjncludinganyexigentcircumstances.

* Thetotal numberof theagencyemployeedrainedandauthorizedo useeachtype of
surveillanceechnology.

* Thetotal numberof timesanysurveillancegechnologywasusedin amannermout of
compliancewith theagency’sSurveillanceUsePolicy, whetherdatacollectedthrough
theuseof surveillanceechnologywasinappropriatelydisclosedyeleasedor in anyother
way revealedor anonapprovedeasonandthe stepsthe agencytookto correcttheerror.

» Thetotal costsof thetechnology;a descriptionof how dten it wasused;adescriptionof
thetype of datacollectedby eachtechnologythe numberof timesthetechnologywas
borrowedor lentto anotheragencythe numberof employeedrainedandauthorizedo
useeachtype of technology;and,disclosureon whetherthetechnologywaseverusedout
of compliancewith thepolicy.

5. Exigent circumstances

This bill doesallow for theuseof atechnologywhich hasnot hada policy approvedor or was
notincludedin the policy underexigentcircumstancests daysafterthe use theagencymust
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report its use to the governing body as well as submit an amendment to the policy. It also
requires the technology use to be included in the report.

This seems to presuppose a policy in place for at least some technology. What about a
jurisdiction in which the governing board has explicitly prohibited the use of the technology or
explicitly limited what technologies can be used?

6. Argument in Opposition
According to the State Sheriffs’ Association:

This bill will dangerously provide a roadmap to criminals as to how and when law
enforcement agencies deploy surveillance technology and techniques. SB 1186
requires the surveillance policy, among other things, to detail the types of
surveillance used, what data can be and are collected by the technology, and how
the surveillance technology is monitored for security. The risk involved in
publicizing this sensitive information dwarfs any perceived benefit emanating

from the desire to inform the public about how law enforcement operates as it
relates to lawful surveillance techniques.

-- END —





