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PURPOSE

The purpose of thishill isto: 1) cease the oversight and administration of CalGang database
system by the CalGang Executive Board; 2) create the California Gang | ntelligence Executive
Steering Committee, under the authority of the Department of Justice, as specified; and 3)
authorize the administration, oversight, and development of regulations, as specified, of
shared gang databases in the state, including CalGang, to the Committee, with the assistance
of the Department of Justice.

Existing lawdefines a “criminal street gang” as any ongoinggaization, association, or group
of three or more persons, whether formal or infdrinaving as one of its primary activities the
commission of one or more enumerated criminal @#snhaving a common name or identifying
sign or symbol, and whose members individuallyallectively engage in a pattern of criminal
gang activity. (Pen. Code 8186.22, subd. (f).)

Existing lawprovides that any person who actively participateany criminal street gang with
knowledge that its members engage in or have exdgagepattern of criminal gang activity and
who willfully promotes, furthers, or assists, inydelonious conduct by members of that gang,
shall be punished by imprisonment in a countryfaila period not to exceed one year, or by
imprisonment in the state prison for 16 monthgwar or three years. (Pen. Code §186.22, subd.

(@)

Existing lawprovides that any person who is convicted of arfglcommitted for the benefits of,
at the direction of, or in association with anyrnal street gang, with the specific intent to
promote, further, or assist in any criminal condagcgang members, shall, upon conviction,
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receive a sentence enhancement, as specified iratalgdbelow. (Pen. Code §186.22, subd.

(b).)

* Felony (other than specified) 2, 3, or 4 years

» Serious felony 5 years

* Violent felony 10 years

* Home invasion life min., 15 years until paroligibility

e Carjacking life min., 15 years until parole dbigjty

* Shooting from vehicle life min., 15 years untirple eligibility
» Extortion or witness intimidation life min., 7 3es until parole eligibility

Existing lawdefines “pattern of criminal gang activity” as tb@mmission of, attempted
commission of, conspiracy to commit, or solicitatif, or conviction of two or more

enumerated offenses, provided at least one offteases occurred after the effective date of the
statute and that the last of the offenses occwithdn three years after a prior offense, and the
offenses were committed on separate occasiony, wvdor more persons. (Pen. Code §8186.22,
subd. (e).)

Existing lawrequires the registration a shared gang databitiseh& chief of police of the city
in which he or she resides, or the sheriff of thenty if he or she resides in an unincorporated
area for any person described immediately beloen(Eode §186.30, subd. (a).)

* Any person who has who actively participates in amyinal street gang with
knowledge that its members engage in or have edgagepattern of criminal gang
activity and who willfully promotes, furthers, ossists, in any felonious conduct by
members of that gang. (Pen. Code 8§186.30, suld)(b)

* Any person who has been found convicted a crimehwvtriggers a sentencing
enhancement, as specified in Penal Code §186.8d8ivssion (b). (Pen. Code §186.30,
subd. (b)(2).)

* Any crime that the court finds is gang relatechattime of sentencing or disposition.
(Pen. Code §186.30, subd. (b)(2).)

Existing lawqualifies the “CalGang system” as a “shared gangldese.” (Pen. Code 8186.34,
subd. (c)(3).)

This bill creates the California Gang Intelligence ExecuBteering Committee (Committee),
under the authority of the Department of Justic®JI) and shift the administration and
oversight of CalGang from the CalGang ExecutiverBda the Committee.

This bill requires that the Committee consist of nine memiiet, to the extent possible, reflect
representation of northern, central, and south@lifd@nia, as well as urban and rural areas.

This bill specifies that each of the Committee members detmad@she following attributes, at
minimum:
» Substantial prior knowledge of issues related teggatervention, suppression, and
prevention efforts.
» Decision making authority for, or direct accessthose who have decision making
authority for the agency or constituency he orrgpeesents
* A willingness to serve on the committee and a cament to contribute to the
Committee’s work.
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This bill specifies that the membership of the Committed sbakist of the following persons,
all of which shall serve without compensation:
* The Attorney General or his or her designee.
* A representative appointed by the California Polteefs Association.
* A representative appointed by the California S&tieriff's Association.
» A representative appointed by the California DistAttorneys Association.
* A representative appointed by the CalGang Node gatyiCommittee.
* A representative appointed by the California Gangstigators Association.
* A representative appointed by the Speaker of treedbly from an organization that
specializes in privacy rights.
* A representative appointed by the Senate ComnuottdReules from an organization that
specializes in gang intervention and prevention.
* A representative appointed by the Governor withegttpe in management and operations
of database systems.

This bill requires the Committee to appoint a chairpersom famong the appointed committee
members, who shall serve in that capacity at teaguire of the Committee.

This bill provides that if a Committee member is unable &gadtely perform his or her duties,
or is unable to attend more than three meetingssingle 12-month period, he or she is subject
to removal from the committee by a majority votdled full committee. A vacancy on the
committee as a result of the removal of a membalt bl filled by the appointing authority of
the removed member within 30 days of the vacancy.

This bill provides that the Committee may create, at itsreigm, subcommittees or task forces
to address specific issues. These may include Ctieenmembers as well as invited experts and
other participants.

This bill provides that staff support services for the Corteaishall be provided by the staff of
DOJ.

This bill requires the Committee to maintain a publicly asit#s Internet Web site, which may
be contained within the Internet Web site of DOJ.

This bill provides that the Committee shall meet at leasttgug and shall make public
attachments for all future board and Committee mgst as well as all other documents of
significance such as letters, memoranda, and agmsnunless doing so would compromise
criminal intelligence information or other infornia that must be shielded from public release.

This bill requires that the Committee, at least annuallgdaot public hearing to provide
opportunities for gathering information and receg/input regarding the work of the Committee
from concerned stakeholders and the public.

This bill provides that DOJ shall, in consultation with then@nittee and the California Gang
Node Advisory Committee, issue regulations govegnire use, operation, and oversight of any
shared database that ensure, at a minimum, tteevial:
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* The system integrity of a shared gang database.

» Shared gang databases shall be used and operammmphance with applicable state and
federal regulations, statutes, and guidelines.

» All law enforcement agency and criminal justice mgepersonnel who access a shared
gang database shall undergo comprehensive andastigret training on the use of
shared gang databases and related policies anddunas.

» Proper criteria are established for supervisoryengs of all databases and regular
reviews of records entered into a shared gang ds¢ab

* Reasonable measures shall be taken to locate egnipsiated to the operation of a
shared gang database in a secure area in ordexdioge access by unauthorized
personnel.

» Law enforcement agencies and criminal justice aigsrghall notify DOJ of any missing
equipment that could potentially compromise a sthgang database.

» Personnel authorized to access a shared gang satatzalimited to sworn law
enforcement personnel, nonsworn law enforcemerga@tipersonnel, or noncriminal
justice technical or maintenance personnel, inalgi@gformation technology and
information security staff and contract employeeso have been subject to character or
security clearance and who have received approaedrtg.

* Any records contained in a shared gang databafienshae disclosed for employment
or military screening purposes.

* Any records contained in a shared gang databafienshée disclosed for purpose of
enforcing federal immigration law, unless requibgdstate or federal statute or
regulation.

This bill requires that the regulations issued by DOJ simadipnsultation with the Committee
and the California Gang Node Advisory Committedude requirements regarding the
following:
» Entering and review of gang designations.
» Criteria for identifying criminal street gang memae
* Implementation of supervisory review procedures pedbdic records review by law
enforcement agencies and criminal justice agenarabreporting of the results of those
to DOJ.
» Standardize practices to ensure adherence toaatiifuvenile notifications
requirements.
» Retention periods for entries in a shared gangodata

This bill provides that DOJ shall be responsible for overgeghared gang database system
discipline and conformity with all applicable stated federal regulations, statutes, and
guidelines. Further, DOJ may enforce a violatioma agtate or federal law or regulation with
respect to a shared gang database, or a violati@guolation, policy, or procedure established
by the DOJ pursuant to the provisions of this bill.

This bill requires DOJ to instruct all agencies that useeshgang databases to review the
records of criminal street gang members enteredarghared gang database to ensure the
existence of proper support for each criterionefioiry in the shared gang database.

This bill requires DOJ to instruct all agencies which useexhgang databases to purge from a
shared gang database any record for a criminatggeeng member that does not meet criteria for
entry.
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This bill requires DOJ to conduct, or hire an external emdityonduct, periodic audits of shared
gang databases to ensure the accuracy, relialaihtyproper use of any shared gang database.
DOJ shall post summary results from these audits foublicly accessible Internet Web site,
unless doing so would compromise criminal intelige information or other information that
must be shielded from public release.

This bill requires DOJ to publish and release a public ameyalrt with key shared gang
database statistics and summary results from peraadlits conducted by DOJ or an external
entity. These annual reports shall invite and a&spablic comments on the report. Subsequent
annual reports shall summarize any public comménd Beceived and any action taken by DOJ
in response.

This bill states that the Legislature finds and declareghimabill legitimately imposes a
limitation on the public’s right of access to theetings of public bodies, or the writing of public
officials, and agencies in order to protect thegabf the public and of individuals engaged in
the investigation of criminal gang activity.

This bill defines a “criminal street gang” as a group oféhwemore persons who have a
common identifying sign, symbol, or name, and whosenbers individually or collectively
engage in or have engaged in a pattern of defiralytenal activity that creates an atmosphere
of fear and intimidation within the community.

This bill defines a “shared gang database” as a databasatisfies all of the following:

» Allows access for any local law enforcement agency.

» Contains personal, identifying information in whiglperson may be designated as a
suspected gang member, associate, or affiliat@ravhich entry of a person in the
database reflects a designation of that persoasaspected gang member, associate, or
affiliate.

» If federal funding supports an agency for the nemance, support, or operation of a
database, the database is subject to Part 23lefZBtof the Code of Federal Regulations.

This bill excludes from the definition of a “shared gangtlase” as a dispatch operator report,
information used for the administration of jail@arstodial facilities, criminal investigative
reports, probations reports, or information requiit@ be collected from persons required to
register as gang members.

COMMENTS
1. Need for This Bill
According to the Author:

CalGang is a shared criminal intelligence systea ldw enforcement agencies
use voluntarily. These law enforcement agenciesrentormation into the
CalGang system regarding suspected gang membeltg]iimg their names,
associated gangs, and the information that lecelafercement officers to suspect
they were gang members. Although this system has belpful to law
enforcement agencies, CalGang has not been caontistetted to ensure the
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information inputted is accurate. Further, the ouaate data within CalGang may
violate the privacy rights of individuals whosednhation appears in CalGang
records but who do not actually meet the critesiariclusion in the system. SB
505 will address these issues by establishing #iigothia Gang Intelligence
Executive Steering Committee in the Departmenustide for the purpose of
overseeing and administering the CalGang system.

2. History of Shared Gang Databases

In 1987, the Los Angeles County Sheriff's Departtragveloped the Gang Reporting,
Evaluation and Tracking System (GREAT), the nagdir'st gang database. “Before GREAT
existed, police departments collected informatinrgang members in locally maintained files,
but could not access information that had beerectst by other law enforcement agencfes.”
Using GREAT, local law enforcement could collettrs, centralize, analyze, and disperse
information about alleged gang members.

In 1988, the Legislature passed the Street TemoEaforcement and Prevention (STEP) Act,
asserting California to be “in a state of crisisaused by violent street gangs whose members
threaten, terrorize and commit a multitude of cemagainst the peaceful citizens of their
neighborhoods.” (Pen. Code, 8§ 186.21 (1988).) THEFSAct established the nation’s first
definitions of “criminal street gang,” “pattern ofiminal gang activity,” and codified penalties
for participation in a criminal street gang.

In 1997, less than a decade after the regional GR#zkabase was first created, the regional
GREAT databases were integrated into a new ungiattwide database, CalGang, with the
goals of making the database easier to use anéxpsssive to access. CalGang operates
pursuant to the 1968 Omnibus Crime Control and Safeets Act, which requires that “all
criminal intelligence systems ... are utilized in famance with the privacy and constitutional
rights of individuals.”

3. CalGang’s Application

CalGang is a shared criminal intelligence systeat ldw enforcement agencies use throughout
California voluntarily. It is the primary sharedngy database law enforcement uses throughout
the state, with 92% of law enforcement agenciesguss service statewide. As of November
2015, more than 150,000 individuals were registarétialGang, and the average length of time
within the system was 5.5 years. The demographitsrms of ethnicity and age of the 150,000
individuals within the CalGang are as follows: &4.8lispanic, 20.5% African-American, 8.2%
Caucasian, 3.5% not identified, 2.3% Asian/Pads#fiander, and 0.6% Other; while 1.7% are
under the age of 18 years of age, 57.3% are 1&38fk\of age, 33.6% are 31-45 years of age,
and 7.4% over 45 years of age.

! Stacey Leyton, The New Blacklists: The Threat ivilCiberties Posed by Gang Databases (a chapt@rime
Control and Social Justice: The Delicate Balandéed by Darnell F. Hawkins, Samuel L. Myers Jid &andolph
N. Stone, Westport, CT, 2003 The African Americaqpé&rience, Greenwood Publishing Group, March 27320

2 Elaine M. Howle, California State Auditor, “The IGang Criminal Intelligence System: As the Reséilt® Weak
Oversight Structure, It Contains Questionable Imiation that May Violate Individuals’ Privacy Rigtit€alifornia
State AuditorAugust 11, 2016, p. 9, accessed April 6, 20kips://www.auditor.ca.gov/pdfs/reports/2015-130.pd
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CalGang allows law enforcement to “collect, st@md share intelligence information about
individuals suspected—but not necessarily convieteflbeing involved in criminal activity.*
This system also records documents outside of Cag@atries that include information about
suspected gang members and their affiliates, “ssdrrest reports, reports of interactions with
law enforcements officers in the field, and bookgptographs. Using those documents and in-
person observation, law enforcement agency stafiscard in CalGang various data points
about [gangs, and] gang members, including thetrasa birth dates, races, genders, known
addresses, vehicles, physical descriptions, arsbpal markings such as tattods.”

Due to the content of the system, CalGang volugtaubjects itself of Title 28, Code of Federal
Regulations, Part 23—the national standards fareptimg and handling criminal intelligence
systems.These regulations state that such criminal intefige entries must be supported by a
“reasonable suspicion that an individual or orgatan is involved in criminal conduct or
activity and that the information entered into flystem must be relevant to that criminal
conduct or activity.”

4. Privacy Rights

The 4" Amendment to the United States Constitution presithat “the right of the people to be
secure in their persons, houses, papers, andeféedinst unreasonable searches and seizures,
shall not be violated...” The California Constitutjdkrticle 1, Section 1, states “All people are
by nature free and independent and have inaliemagbless. Among these are enjoying and
defending life and liberty, acquiring, possessany] protecting property, and pursuing and
obtaining safety, happiness, and privacy.” Thesestitutional protections must be adhered to
throughout the operations of CalGang and shared databases throughout the state.

The legal standard of a “reasonable suspicion” @sgblished byerry v. Ohio(1968). This
standard falls short of probable cause, which mggér an arrest. Reasonable suspicion must be
grounded in articulable fact that “criminal activihay be afoot,” and must be more than an
inarticulate hunch of criminal activityTérry v. Ohio(1968) 398 U.S. 1, 3Beck v. Ohiq1964)

U.S. 89 Rios v. United Statg4960)364 U.S. 253Henry v. United Statg4959)361 U.S. 98.)

5. California State Auditor’'s Report Finds CalGangFailing to Protect Individual’s Rights
to Privacy

A. Structure of CalGang

DOJ funds CalGang, however, DOJ is not statutoetyuired to oversee the database. This has
led the CalGang Executive Board to assume respititysfbr administering and overseeing
CaIGan%, while the California Gang Node Advisoryn@nittee provides staff and technical
support.

Due to an inadequate leadership structure, théddaik State Auditor found that CalGang “has
failed to comply with requirements designed to ecbindividual’s rights to privacy’"Further,

3 |bid, p.12.
* |bid, p. 11.
® |bid, p. 9.

® Ibid, p. 23.
" Ibid, p. 23.
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the CalGang Executive Board has acted “withoutstay authority, transparency, or
meaningful opportunities for public engageméhBpecifically, the CalGang Executive Board
does not provide notice of their meetings, poshdge and minutes, or accept public testimony.

The leadership structure of CalGang also preselatskeof adequate accountability and
oversight. The Executive Board and support Node @ittee control the composition of
their own members. Thus, no opportunities exispfaslic input through elections or
elected bodies. This has allowed individuals tees@n multiple oversight roles. For
example, “in the Sonoma County Sheriff’'s Office i8ma), the sergeant who serves on
the committee also acts as a node administratoaadCalGang user. In fact, the
sergeant stated that he enters approximately 95%al&ang records for his agency, yet
this same sergeant is also responsible for contyaty audits of CalGang records for
the region because he is the node administrator.”

B. CalGang Did Not Always Meet Constitutional Reguent of Reasonable Suspicion

Federal and state regulations require that lawreafoent agencies analyze legally obtained
information to establish a reasonable suspicioanobrganization’s criminal activity before
establishing such organizations are gang, and qubsdly adding those organizations to
criminal intelligence databases. The State Auddand that “an individual’s right to privacy is
jeopardized if a law enforcement agency justifiellected personal information about that
individual by stating that he or she is a gang memwhen the agency has not yet established
that such a gang exists through a documented patteriminal activity.*° The auditor found
many instances in which these requirements werenetitthus violating individual's
constitutional rights. Regulations also requiresaqic assessment to determine if gangs
entered into CalGang continue to meet the criferi@stablishing gangs within the system. The
current review process was found unable to “confimat reasonable suspicion exists for larger
gangs, creating the risk that CalGang containgmdébion on individuals who are alleged
members of groups that no longer meet the ganerierit*

The State Auditor also found that in many instancetividuals were placed with CalGang
with inaccurate or unsupported information. Foareple, the State Auditor found 42
individltzjals who were entered in CalGang which werder one year of age at the time of the
entry.
Individuals can be entered into CalGang if twola following criteria are found:

* Subject has admitted to being a gang member.

* Subject has been arrested with known gang membedfénses consistent with gang

activity.

* Subject has been identified as a gang member blyable informant/source.

* Subject has been identified as a gang member bytasted informant.

* Subject has been seen affiliating with documentethgnembers.

» Subject has been seen displaying gang symbols ramaifd signs.

* Subject has been seen frequenting gang areas

* Subject has been seen wearing gang dress.

8 |bid, p. 23.
° |bid, p. 23.
1%1bid, p. 28.
" bid. p. 31.
2 |pid. p. 3.
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* Subject is known to have gang tattoos.
« In custody Classification interview. (All othersyére two criteria)'®

Many of the individual entries in CalGang that olaid to meet two of the above criteria could
not be substantiated throughout a variety of cesnt variety of entries, and a variety of
criterion. The State Auditor found particular abo$¢he criteria of which a “subject has been
arrested with known gang members for offenses stergi with gang activity™ With these
abuses, the State Auditor found that CalGang atieino justify an entry with offenses that
were beyond the established definition of “offensassistent with gang activity” within Penal
Code 8186.22, subsection (e). Exacerbating theeatiuhis criterion, the State Auditor found
that some individual entries could not be subsasedi because in fact no arrest existed. Other
common criteria which has been abused were therierithat the “subject has been seen
associating with documented gang members [andgstibpas been identified as a gang member
by a reliable informant/sourcé™

One example of an inaccurate data entry, accotditige State Auditor, is as follows:

For example, Sonoma justified entering a persam@alGang in part because he
supposedly admitted to being a gang member durowsendy classification
interview at the county jail. However, when we ab¢a a record of this
interview, we found that the person said he wasooently a member of the
gang to which he was later connected in CalGantadn he specifically
requested to not be housed with this gang. The aitgrion for this individual’s
inclusion in CalGang for which we found support wleat he had been seen
associating with documented gang members. Howeven that circumstance
consisted of no more than an officer’s observatiat the individual was in the
garage of a residence that a documented gang mératyéeft'®

After five years, each individual entry must begad from CalGang unless the entry is
supported by new criminal activity information. T&&ate Auditor found over 600 individuals
with purge dates beyond the 5 year limit, includingre than 250 individuals which were
scheduled to be purged in more than 100 yearshetéuture.

6. Effect of This Bill

This bill aims to address many of the issues raigethe California State Auditor’'s 109
page report regarding CalGang, which have beemskga in detail above. This bill
mirrors many of the recommendations of the reguatticularly the recommendations to:
» “designate [the Department] of Justice as the stgémcy responsible for
administering and overseeing CalGang or any eceimnatatewide shared gang
database;

13 california Gang Node Advisory Committee, “PoliaydaProcedures for the CalGang Syste@glifornia
Department of Justice, Californidode Advisory Committe8eptember 27, 2007, p. 7, accessed April 12, 2017.
https://oag.ca.gov/sites/all/files/agweb/pdfs/calyaolicy procedure.pdf

4 Elaine M. Howle, Cal. State Auditor, “The CalGaBgminal Intelligence System: As the Result ofWgak
Oversight Structure, It Contains Questionable Imiation that May Violate Individuals’ Privacy Riglitp. 34.

15 bid, p. 35.

1% bid, p. 33.
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* require that CalGang or any equivalent statewideeshgang database adhere to
federal regulations and relevant safeguards fransthte guidelines, including
supervisory review of database;

» specify that the [Department of] Justice’s oversigisponsibilities include
developing and implementing standardized periadining as well as
conducing—or hiring an external entity to conducieripdic audits of CalGang
or any equivalent statewide shared gang datalfase.”

This bill also specifies the standards to which Di@&onsultation with the proposed
Committee, will regulate the use, operation, anersight of any CalGang, and any
shared database. These regulations will ensugematimum, the following:

* The system integrity of a shared gang database.

» Shared gang databases shall be used and operattiphance with applicable state and
federal regulations, statutes, and guidelines.

» All law enforcement agency and criminal justiceragepersonnel who access a shared
gang database shall undergo comprehensive ancastizaet training on the use of
shared gang databases and related policies anddues.

» Proper criteria are established for supervisoryeres of all databases and regular
reviews of records entered into a shared gang ds¢ab

* Reasonable measures shall be taken to locate eguipsiated to the operation of a
shared gang database in a secure area in ordexdoge access by unauthorized
personnel.

» Law enforcement agencies and criminal justice aigsrghall notify the DOJ of any
missing equipment that could potentially compronaishared gang database.

» Personnel authorized to access a shared gang satatslimited to sworn law
enforcement personnel, nonsworn law enforcemerga@tpersonnel, or noncriminal
justice technical or maintenance personnel, inalgi@nformation technology and
information security staff and contract employeeso have been subject to character or
security clearance and who have received approaedrtg.

* Any records contained in a shared gang databafienshée disclosed for employment
or military screening purposes.

* Any records contained in a shared gang databadienshée disclosed for purpose of
enforcing federal immigration law, unless requibgdstate or federal statute or
regulation.

This bill, if DOJ receives federal funding for Calf®y, will codify CalGang’s subjection to Part
23 of Title 28 of the Code of Federal Regulatiomsich was previously adhered to by the
CalGang Executive Board voluntarily.

7. Committee Make Up

Currently, the make up of the Committee includes fnembers from law enforcement,
two members appointed from the Legislature, one bezrappointed from the
Administration, and one member from DOJ. The speaiiembers of the committee are
as follows:

* The Attorney General or his or her designee.

* A representative appointed by the California Polteefs Association.

bid, p. 55.
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* A representative appointed by the California S&tteriff's Association.

» A representative appointed by the California DistAttorneys Association.

* A representative appointed by the CalGang Node gatyiCommittee.

* A representative appointed by the California Gangstigators Association.

* A representative appointed by the Speaker of treedbly from an organization that
specializes in privacy rights.

* A representative appointed by the Senate ComnuottdRules from an organization that
specializes in gang intervention and prevention.

* A representative appointed by the Governor withegttge in management and operations
of database systems.

The Legislature may wish to consider if the composiof the Committee should include
at least one member from the criminal defense bar.

8. Argument in Support
The California Police Chiefs Association sponsairs bill stating:

On August 11, 2016, the California State Auditdeased a report entitlethe
CalGang Criminal Intelligence Systemamong a myriad of policy
recommendations aimed at increasing transparerecgysiem integrity, the
report recommends that the legislature designat®MJ as the state agency
responsible for administering and overseeing CafGarany equivalent
statewide shared gang database. SB 505 codifesetommendation, along with
a number of other recommendations, and in doing@eases the oversight and
accountability of the shared data system withoatwmmising the value of the
intelligence system. Additionally, SB 505 will stigthen the integrity of the
CalGang system by ensuring that all personnel vacess the system are
properly trained and follow regulations promulgabgtthe DOJ.

9. Author's Amendment
This bill will be amended to:
(1) Revise the definition of “criminal street gang”’8§t4320, subdivision (a)(3) to

match the existing definition of “criminal streedrgy” in Penal Code 8186.22,
subdivision (f).

— END -



